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1 Hayano pab6otbi

1.1. NopknrwuyeHmne k WEB-nHrepdency
1.1.1. NoakntounTecb K LAN nopTy yCTpomncTBa C NOMOLLbIO ceTeBoro kabens.
1.1.2. OTtkponTte Baw 6pay3ep m Habepute B aapecHOM CTpoke Opaysepa
«192.168.1.123».
1.1.3. Echn He ypanocb 3antn Ha WEB-uHTepdenc npmnbopa no ykaszaHHOMY
aapecy, nocmoTpute HacTtponku TCP/IP Balwwen ceTeBon KapThbl.

1.2. Mpumep HacTpoukun TCP/IP Ha npumepe Windows 10
1.2.1. Nepenante B LeHTp ynpaBneHums cetsmMum wn obwmMm [J0OCTYynoM ->
n3MepeHue napameTpos agantepa. (cM. puc. 1.1.).

52 LlenTp ynpaBnenua ceTAM M 0BLLIM ACCTYNIOM - m} X
4 %% > TMawensynpaenenva > Bce 3nEMeHTHI NaHenn ynpaenesna > LLeHTP yNpaEnenna cetami n oBLLMM A0CTynom v | O »

. MpocMOTP OCHOBHbIX CBEAEHWIA O CETW W HACTPOAKA NOAKNHOUEHUA
Makens ynpaensxig —

nnnnnnnnnnnnnn a
a pohAty Mpacmorp axrismbix cereii

Visuenenne napauerpoe
et uetellocal Tan gacryns: Vrrepner

[Jomennan cets Moaknouerna: U Ethernet
VISMEHITE AOTOAHUTENBHEIE
napamerp oBLiLero AocTyna

Mapanerpe! noTakesoi
nepegaun H cers Tun aocTyna: Bes avcryna k Mimephery
OfLuedocTynHan cets Moawnauerms:  § USE Ethermet

VsmeneHme ceTesbix napameTpos
Hii Co3aamue u HACTPOIKE HOEOTD NOAKNKONEHMA MAK CETH
Hacrpoiiks WwnpoxononocHoro . KOMMYTHPYeMaro wnn VPN-nogxrouenis aul 60 HacTpoiiKe
MBPLUPYTI3aTOPa IWNU TOMKM ACCTYA

=) Yetpanerue nenonaaox

[MarHoCTIKa 1 HENPaBAEHUe MPOBAEK C CETBIO MW NOAYHERNE CaeaeHHf 0B yCTpaneri
HENOAZACK.

Bpanamaysp Jawrrika
Windows

CoficTea Gpaysepa

Puc.1.1. UeHTp ynpaBneHus cetaMmn n obwmM A0CTYyNoM

1.2.2. Hanaute HyXxHoe ceTeBoe noaknt4veHue n sbibepute «CBONCTBa».
1.2.3. Bblgennte KOMNOHEHT «IP Bepcun 4» M HaxmuTe KHOMKy «CBoKncCTBa»
(cM. puc. 1.2).
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CITMEYEHHEIE KOMNOHEHTEI MCNONb3YOTCA 3TAM NOOKNHOYEHWEM

3 Knvert ana cetein Microsoft "
vl "‘&mﬂﬁmmﬁ OOCTYN K PaAnam ¥ NpuHTERaM ana ceTeil Mi
v "f@ lMnaHvposwle nakeTos QoS

CalN P sepciw 4 (TCP/IPvd)

O 4. [NpoTokan myneTWNRexcopa ceTesoro agantepa (Mai
[w] 2 Mpaitsep npatorona LLOP (MaikpocodT)

vl 4 P sepcin & (TCP/IPwE) ¥
< >

y;ETE‘I-IUEHTI:-... - ¥ panuTe . E:BIDHC‘TEIE
Ormcarne

MpoTtokon TCP/IP. CTaHoapTHeI NpoTokon riofansHe
ceTel, 0BECNEYBEDWMIA CBASE MEXDY DaSMMUHEIMK
B3AMMOASACTEYHLLIAMI CETAMM.

Puc. 1.2. CBoncTtBa ceTeBOro noaKatouYeHuns

1.2.4. Bbibepute «Wcnonb3oBaTb cneaywowmn IP-agpec», npumep Kak MOXeT
BbIrMA4eTb OKHO CM. puc. 1.3, HaxMute «OK>».

CeodcTea: IP eepoum 4 (TCP/IPwd) >
Dbwme

MapamMeTpel IP MOMHO HAZHAYSTE SETOMAaTHYEKM, ECNM CETh
NoAAEDHHBIET 3TY BOSMOMHOCTE. B NpOTHBHOM Cny<ae y3HaiTe
napameTpel IP y ceTeBoro agMUHWCTPETOPE.

D Mony4uTe IP-anpec aBTOMaTHHECKHK

(®) Mcnonssosate cneayrowmi IP-agpec:

IP-agpec: [192.168. 1 . 0 |
Macka nogceTu: | 255 .255 .255. 0 |
CICHOBHOM LWAKDS: | 192.168. 1 . F |

Monyuute agpec DNS-cepsepa aBToOMaTHYEKM

@ McnonesoBaTe CNeayoWKe agpeca DNS-CcepeepoB:

Mpeano4MTaemeld DMNS-cepeep: | . : . |

AnbTepHaTHEHLIM DNS -cepeep: | : ; ’ |

[|MoaTEepamTs NapaMeTpsl MpH BEIXoAE [lOnONHUTENEHO

Oreria

Puc. 1.3. HacTponka nony4deHus napameTpoB IP aBToMmaTtnyecku

©=em) 3



Rev.1.0

1.2.5. BBeaute B NOUCKOBOM CTpoke ©6pay3epa agpec 192.168.1.123.
OTkpoeTca dpopma Bxona B WEB-uHtepdenc ycrpomncrtea (Puc. 1.4.)

Norvu  Login

[Napone Password

OTMEHA

Puc.1.4. ®opma Bxoga B WEB-nHTepdenc
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2 Pa6orta c WEB-uHtepcdencom

2.1.

2.2.

O6uee onucaHme 3kpaHa WEB-nHrepdenca
Mocne Bxoaa B WEB-nHTepdeinc otobpasmntca «OCHOBHOM 3KpaH».

B BepxHel 4acTM cCTpaHMubl HaxoAMTCA wanka. B wanke pacnonaraercs
noroTun, ceTeBoe MMSA YCTPOWCTBA, pPaCMOfIOXKEHMEe YCTPOMCTBA, KHOMKMU
COXpaHeHUs1/0TMeHbI (oTobpaxatoTcs npw nobom N3MEHEH UM
KoHdUrypaummn), wnMs TeKylero nosib3oBaTensi, KHOMKa BbixoAa W3
nosb3oBaTens.

CneBa Ha CTpaHuue 0T06pa>KaeTc;| HaBuraumoHHoe MeHK, CcCrnpaBa -
OCHOBHOE Ccoaep>Xunmoe.

OCHOBHOM 3KpaH
Ha oCHOBHOM 3KpaHe oTobpaxaeTcs BCA onepaTtuBHas WHopMmaums 06
YCTPOMCTBE B BMae MHeMocxembl (CM. puc. 2.1).

W TMpuopurer BBOAA
Beoa Ne1 PexuM nepekrioueHus BBOAa: NMaBHbIA (Mpy nepexofie Toka Yepea 0) Beog Ne2
Mopor 4yBCTBATENBHOCTY MO ToKy 0,25A
164 280 HanpsikeHve Ha Brofe Ne1 3a npegenamu ycTaBok

S = Opap Q=0BA
Tun Harpyaku:
He onpefenéH

< cos g = 1.000 el

P = 0Bt

Bbixoa

Puc. 2.1. OCHOBHOW 3KpaH

MHeMocxeMa COCTOUT U3 7 OCHOBHbIX 3/1EMEHTOB: BBOJ, COeANHUTESNIbHbIE

NIMHUK, 610K NUTaAHUSA, YCTaBKa BPEMEHU FOTOBHOCTU BBOAA, K/HOUYU, BbIXOAHbIE
napameTpbl U BbiIXod. DNEMEHTbI MOTYT HAaXOAUTCA B 4 pasNNUHbIX COCTOSAHUSAX,

KOTOpble 0TO6paXkaloTCst pasNnMyHbIMK LBETaMKU cM. Tabnuuy 1.MpuopuTeT BBOAA
oTobpaxkaeTcsl B BMAe 3BE340UYKN PSAOM C COOTBETCTBYOLWMM BBOAOM.
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Tabnuua 1 - CocToAHNSA 3/IEMEHTOB MHEMOCXEMBbI

LiBeTOBOE COCTOSIHME 3/1IEMEHTa

0O603HaueHue

Cepbiit

He akTuBHO. [pnMeHdaeTCca KO BCeM
3/IeEMEeHTaM.

3eneHbin

AKTMBHO lpnMeHaeTca Ko BCeM
3/IEMEHTaM.

XXenTbin

AKTUBHO, TOK HArpysku NOAHSANCA A0
npenena. NpUMeHSETCS K 3/IEMEHTaM:
BbIXOAHble MapaMeTpbl, BbIX0A U
COeAVHUTENbHbIE IMHUN MEXAY HUMMU.

KpacHbin

He akTMBHO Mo NpUYMHE aBapUINHOIo
cocTosiHUSA. NMpUMeHSIeTCS KO BCEM
3/1IEMEHTaM, KpOMe BbIXOA0B.

2.3. Hacrpouku cetun

Ha aToM aKpaHe nosb3oBaTeslb MOXET:

- YCTaHOBWUTb CETEBOE MMS, pacrnosioXeHne N aaMMHUCTpaTopa YCTPOMCTBA;
- 3apatb IP-agpec, macky cetu, IP-agpec wnto3a, DNS cepsep;

-  W3MEeHUTb MMS NoJsib30BaTeNns UM naposib.

Hacrpoiiku ycrpovictea

CeTeBoe vmMsA ycTpoiicTea
PacnonoxeHune ycTpoicTsa

AAMVHMCTpaTOp ycTpoiicTea

Hacrpoiiku cetn
MAC-aapec ycrpoiictsa
DHCP
IP-agpec ycrpoiictea
Macka ceT
IP-agpec wnoza
DNS cepgep 1

DNS cepeep 2

Hacrporiku http

AaMUHUCTPaTOp

Onepatop

CCU1001

BOX-1

admin@local.ru

192.168.1.1

255.255.255.0

0.0.0.0

0.0.0.0

0.0.0.0

Puc. 2.2. CTpaHuua HacTpoOeK CeTu
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2.4. Hacrpoukun SNMP
Ha 32TOM aKpaHe nosb3oBaTeslb MOXET:
- HacTpouTb SNMP-areHTa (YCTaHOBUTb NOPT U NOSb30BaTENEN);
- HacTpouTb SNMP-Tpanbl (yCTaHOBUTb MOPT U NosiyyaTenen).

Hacrpoiikn SNMP-arerta
MIB-daiin Ckauatb

SNMP areHT
Mopt SNMP areHTa

SNMP nonb3oBatenu

N2  Readonly community Read/Write community

0  public private
1

d

Hacrpoiikn SNMP-Tpanos
SNMP Tparnibt Oruniouetst

Mopt SNMP arexTa AnfA oTNpasKW Tpanos
Monyuatenn SNMP Tpanos

N2 IP-agpec Trap community
0 0000 public
1 0.0.0.0

2 0000

Puc. 2.3. CtpaHuua HacTtpoek SNMP

2.5. HacTtpouku cobbiTum
Ha 3ToM 3kpaHe no/sib30oBaTeNlb MOXET:
C NMOMOLLbIO BbIMaAalLLero cnmucka BblibpaTb TMMN COObITUSA AN KaXA0ro

cny4as (cM. puc. 2.4);
- YCTaHOBUTb pa3pelweHuns otnpaskn SNMP-Tpanos (cMm. puc. 2.5).

[NpeaynpexaeHue

Cobbimwe
lNpeaynpexaenne

Puc. 2.4. Cnncok TMnoB cobbiTUM
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Hacrpoiika paspewenua otnpaekn SNMP-Tpanos

Mpousowo sMeHeHme HacTpoek ycTpoiicTea

WI3MEHUNOCH COCTORHUE AVCKpeTHOTo Bxoaa

BbixoA Hanps>keHWs 3a ycTaBky Aatuvka

Buixoa TemnepaTyphl 3a yCTaBKK AaTumka
BbIX0J, BNaXHOCTU 32 YCTABKYM AaTunka
Wsmenuncs CTaTyc MOAYNA ONpoca AaT4ynKoB
W3mernunca CTaTyC AATUMKa HANPAXKEHUA
V3MEHW/CA CTaTYC AaTuMka TeMNEPaTypbl M BAaXHOCTI
MzMeHeHWe TEKYLIETO COCTOAHWA NUTakWA oBopyAoBaHua
Bbix0/ TemrepaTyphl 3a ycTaBkv 3KCruyataumm obopyaosaHus
Korndnkr nokasaHuii av HekoppekTHaA HaCTPOiiKa AaTUMKOB KOHTPONA knvmata obopyaoBaHus
BLix0A TeMnepaTypbl 3a YCTaBKW SKCAyaTaUmm Wwkada
KOHOAUKT MoKasaHWid Al HEKOPPEeKTHaA HAacTPOlika JaTUMKOE KOHTPOAIA KAuMaTa WKada
W3meHenue Texyulero pexuma paboTsl KIMMaTHUECKMUX YCTaHOBOK
Hanuuue kakux-nmbo AeficTBYIomUX pyuHbiX YCTaHOBOK
Hanuuve kaknx-nubo aeficTayiownx asapui

Hanuume kaknx-1mbo JelicTBYIOLMX NpeaynpexAeHnit

Puc. 2.5. Cnncok SNMP-Tpanos

2.6. Hacrtpowuku Modbus

Maodbus -

Mopr 502

Puc. 2.6. CtpaHuua HacTpoinkm Modbus

Ha 32TOM aKpaHe nosb3oBaTeslb MOXET:
- BKIOUYNTL/BbIKAKOYNTL MPOTOKON;
- YCTaHOBUTb NOPT.

2.7. HacTpohku ycTpoucTBa

MapameTpel nepexiouerns  YCIpoicTso
HacTpoiika NapameTpoB NepeknioueHuA

Pexum nepexntouerns 85043 @  Mpw nepexone uepes 0
MpuopuTeTHsiii sxon Bxoa 1 v

3aaepxKka no BpeMeHu Ha esoge, ¢ 5,00
Jonycrnmoe orkiorenie, B 20

HopmanbHoe HanpsxeHue, B 220

MapameTpsl nepexniouenns  YCTpoicTso
Hactpoiika pabothl ycTpoiicTsa

ABTOMATUUECKM BLIKNOUATE AUCTIARH NO UCTEUSHM M X MUHyT 50

PaspelnTh JIOKa/IbHOE YTIPaB/eHUe YCTABKaMM YCTPOiiCTBa (C |

Fr—

xparia)

Puc. 2.7. CTpaHuua HacTpoeK yCTpOnCTBa

Ha a2TOM aKpaHe nosb3oBaTeslb MOXET:

- BbibpaTb peXxuMm nepeknvyeHns BBOAA;

- BblbpaTb NPUOPUTETHbLIN BXOA;

- HaCTPOWUTb 3a4EpXKy MO BPEMEHMU B CEKYHAAX;

: CEED
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- HaCTpOWUTb YCTaBKM MO HaMNpPs)KEHUIO;

- HacCTpouTb aBTOMaTU4YecKoe OTKJIIoUEeHME ANCMEes Ha YCTPOMCTBE Mo
NCTEUYEHUN BPEMEHU B MUHYTaxX. 0 MUHYT — AUCMSIEN He ByaeT OTKYaTbCS.
- [aTb pas3pelleHue Ha ynpaB/ieHne ycTaBKaMn C NaHenn ycTpomncTea.

MuHMManbHOe 3HaueHne MakcnmansHoe 3HaqeHne
AOMYCTVMOTO HanpaxeHwus, B HopmanbHoe HanpsxeHue, B AOMYCTUMOro HanpsbkeHwms, B
200 B 2208 240 B

/ / /

N /\ /

Honyctumoe oTKNoHeHWe, B Aonyctimoe oTkKnoHeHue, B
20 B 20B

Puc. 2.8. HacTponka ycTaBoK Hanpsi>xeHus

NS HACTPOMKM yCTaBOK MO Hanps>XeHuto, NoJib30BaTeNb 3a4aeT HOpMasibHOe
paboyee HanpskeHne (Uuopm) WU BEAUUYMHY OTK/IOHEHUS OT HOpMasibHOro
HanpskeHnsa (AU). Takmm obpa3oM amanasoH paboyero HanpsixeHus 6yaer
BblrNaaeTb cneayrowmm o6pasom [Uwopm - AU, Unopm + AU].

2.8. CepBuc
Ha 32TOM aKpaHe nosb3oBaTeslb MOXET:
- NepenTn Ha CanT C ONUCaHUeM U AOKYMEHTaUMneEN K YCTPONCTBY;
- y3HaTb MOAENb U BEPCUIO Npowwmnekn npubopa;
- BbINOJIHUTb Nepe3anyckK YCTPONCTBA;
- 06HoBUTL 06pa3 WEB-uHTepdeinca;
- 3KCMOPT/MMNOPT KOHPUrypaumumn npmbopa.

NMocne wMmnoprta kKOHpurypaummn WEB-nHtepdenc He coxpaHser
KOH(pMUrypaumio aBTOMaTM4YeCKM, a AacT BO3MOXXHOCTb NOJib30BaTesNio
NPOBEPUTb KOPPEKTHOCTb U CaMOCTOSITe/IbHO Bbl6bupaTtb NPUMEHUTb
M3MEHEHUS UJIN OTMEHMTD.

2.9. CoxpaHeHue KOH(duUrypaumm
Mpn nwbOM M3MEHEHUW KOHUrypauum OT TeKywen KOoHdurypauumm
YyCTPONCTBaA MNOSABNASIETCA MpeanoXeHne COoXpaHuTb wu3MeHeHms B 0O3Y
(onepaTtuBHOE 3anoMumHarwuwee ycTpouctso) (cMm. puc. 2.9) W KpacHble
NOAOCbl B MPaBOM 4YacCTW MyHKTa HaBMrauMoOHHOIro MeHK0 B pasaenie KoToporo
npon3owsn naMeHeHusa (cm. puc. 2.10).
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admin

MpumeHnTs sMeHeHua OTMEHUTb U3MEHEHUS Buii
JLIATIA

Puc. 2.9. NpeanoxeHne coOXpaHnTb KOHduUrypauuo B O3Y

OcHOBHOW 3KpaH
Hacrpoiiku cetn
Hactpoiikun SNMP
Hactpoiiku cobuitnid
Hactpoiiku Modbus
HacTpoiiku KOHTaKToB
Hactpoiiku aatuvkos
HacTtpoiixu ynpasneHua
PyuHoe ynpasnexne

Cepsuc

Puc. 2.10. MHAMKaUMS pa3aesioB, KOHGUrypaumnst KOTOPbIX OT/IMYAETCS OT TeKyL el

KOHMUrypaumm

Mpn HaxaTum Ha KHOMNKYy «OTMEHUTb WU3MEHEHUs» BCe He COXpPaHEHHble
N3MEHEeHMa ucye3HyT. [lpun Haxatmm Ha <«[IpUHATL WM3MEeHeHUA» HoBas
KOHMUrypaumsa coXxpaHseTcs TONbKO A0 OTKAYEeHUs nuTaHmsa npubopa.
UTo6bl COXpaHUTb HOBYK KOHdurypauuto B [M3Y Haxmute <«CoxpaHUTb
KOHUrypaumto», KHomnka «[llepe3sarpy3uTtb KOHUrypauuo» BoO3BpallaeT
nocneaHo coxpaHéHHyto B M3Y (NOCTOSSHHOE 3anoMMHarWwee YCTPOMUCTBO)
KoHdurypaumto (cM. puc. 2.11).

admin

CoxpaHutb kKOH@UIypaumio  lNepesarpysutb KOHUIypaLmio

BbiiTin

10

Puc. 2.11. MNpepnoxeHne coxpaHnTb KOHMUrypauuto B M3y

Mpn opHoBpeMeHHOW paboTe ¢ WEB-uMHTepdencomM ¢ pasHblX YCTPOWUCTB
MOXEeT BO3HUKHYTb CUTyauus, Koraa oAMH MNOSb30BaTeslb BHEC U3MEHEeHUs B
KOHdUrypaumio C CoOxpaHeHueM. Toraa BTOpPOW nMosib3oBaTeNb YBUAWUT
npeasioXXeHne NpUMEHUTb ero TeKyllykl KOHdwurypauuto (cM. puc. 2.10 u
puc. 2.11), OTANYHYIO OT TOM YTO COXpPaHWUA MepBbl NOb30BaTESb.

CEED
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Mpun nNoAK/IIOYEHMM NUTaAHUA, YCTPOMCTBO HadHeTr pabory c
nocnegHen, coxpaHéHHoun B N3Y, koHpUrypaumen.

Mpu nameHeHmm IP-agpeca ycTponcTBa, cCOXpaHeHue KOHdurypauumm

B NMN3Y Heo6xoAMMO BbINONIHATbD HA HOBOM IP-aapece 6e3 OoTK/IIOUYEHUSA
NMUTaHUA.
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